Cyber Clinic
Guidance
WHY IT MATTERS
Consider how much you use your smartphone, the types of things you do with it, and
how disruptive and damaging it would be to break, lose, or have your device stolen.
You quickly realize how important it is to protect your device. With all the
information on a typical smartphone, all the access it provides to communications
(phone, text, e-mail), and as an alternative form of payment, it is important to
protect your smartphone from unauthorized use.

B
DEVICE

Protecting your device involves locking it to prevent unauthorized access, using antivirus software to protect against malware (malicious software), being familiar with
the security settings of your device, and recovering if your device is damaged, lost or
stolen.
WHAT TO KNOW
Anyone can access an unlocked device, which means anyone can access your pictures, videos, and apps. Locking your
phone is like adding a “gatekeeper” to your device, keeping it secure against unauthorized access. Setting a passcode
means anyone trying to access your device has to enter a PIN or passcode to unlock it. You can also set your device to
lock itself after being inactive for a specific amount of time. Antivirus software is the "policeman" at the gate of a
computer system. It protects the computer from incoming threats and seeks out, destroys and warns of possible
threats to the system.
WHAT TO DO
Lock your device. The longer and more complex the passcode, the more difficult it will be to guess or “hack”. This
makes it harder for someone to gain unauthorized access to your device.
“Why Smartphone Owners Won't Use Lock Screens” –
http://www.tomsguide.com/us/smartphone-lock-screenTom’s Guide
refusal,news-19875.html
Install Anti-Virus software. Trojans, botnets, ransomware, rootkits - antivirus utilities protect against all kinds of
malware, not just viruses. Antivirus protection is critical. There are many anti-virus applications available for the
Android and iOS smartphones. Once you download and install anti-virus software it will automatically begin to protect
your device.
“Why You Need Antivirus Software” – PC Magazine
http://securitywatch.pcmag.com/securitysoftware/330459-why-you-need-antivirus-software
HOW TO DO IT
LOCK SCREEN
Android: You can use a pattern, 4+ digit pin, or
iOS: You can use a 4+ digit pin or alphanumeric password
alphanumeric password for android screen lock
for iOS screen lock functionality.
functionality.
http://www.howtogeek.com/253101/how-to-securehttps://support.apple.com/en-us/HT204060
your-android-phone-with-a-pin-password-or-pattern/
ANTI-VIRUS
Android: Evaluate and install antivirus software.
iOS: Evaluate and install antivirus software.
https://www.av-test.org/en/antivirus/
http://www.alltechfeed.com/best-antivirus-iphone-ipad2016/
WARNING: Changes to device and application settings can have unintended consequences and may interfere with normal operation. Improper
use of encryption and authentication can cause a loss of data and prevent access. Please do not attempt to apply any guidance that exceeds your
level of knowledge and familiarity with your device or application. All guidance is provided “as-is” from referenced sources. User assumes
responsibility for any changes made to their device and/or applications.
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